The Social Immune System: How Organizations Sense

Threats, Adapt, and Defend Themselves

Presented by Dr. Toby Groves, Ph.D. in Psychology, M.A. in Industrial and Organizational
Psychology

Understanding an organization isn’t about its structure — it’s about how it thinks and behaves
as a living system. Every organization has visible policies, charts, and controls, but its real
behavior is driven by factors the org chart can never show: how information actually flows, how
groups think together, and how a culture senses and responds to threats. In this session, Dr.
Groves introduces his original framework of the organization as a social immune system — a
way of seeing groups from the inside, at the level where their true health is determined. Just as
in medicine, where surface symptoms can mask deeper conditions, organizational problems
often appear as isolated incidents while the real drivers stay hidden. This framework gives
leaders and auditors a way to detect the difference: to read communication, decision-making,
and group behavior as diagnostic signals, and to recognize early indicators of how dysfunction
emerges, how it spreads, and how resilience is sustained.

Drawing on the science of collective intelligence, advanced organizational psychology, and
systems thinking, Dr. Groves shows why the most important truths about an organization can’t
be found by examining its parts one at a time. In living systems, the whole is never the sum of
its parts: intelligence, health, and resilience don’t reside in any individual — they emerge from
the patterns of interaction between people. Research on collective intelligence bears this out,
demonstrating that a group’s effectiveness depends far less on the brilliance of its members
than on how they communicate and make sense of uncertainty together. Participants will gain a
second way of seeing — synthesis alongside analysis — and leave able to read a team’s real
health from the inside, with a vocabulary for organizational behavior and culture that goes well
beyond traditional controls testing.

Major Subjects

* Analysis vs. Synthesis — Seeing Organizations as Living Systems: Understand why
breaking an organization into parts, while powerful, goes blind precisely where it matters
most, and learn to recognize the emergent properties — health, intelligence, resilience —
that exist only in the whole.

+ Collective Intelligence — How Groups Think: Explore the research showing that a
group’s intelligence is not the sum of individual IQs but emerges from interaction patterns,
and learn what actually makes a team think well together.

* Reading from the Inside — Structure vs. Living System: Move beyond the static org
chart to the dynamic system beneath it, learning to see information flow, decision-making,
and group behavior in motion rather than as a snapshot.

* The Social Imnmune System — Threat Detection and Self vs. Non-Self: Apply Dr.
Groves’ framework to understand how healthy cultures detect danger, fraud, and
dysfunction, and how they distinguish genuine threats from their own healthy parts.

+ Cognitive Diversity as Detection Capacity: Learn why a range of independent thinkers
functions like the diverse receptors of an immune system — and why pressuring people
toward sameness narrows what an organization is able to perceive.

+ Autoimmunity and Groupthink — When Organizations Attack Themselves: Recognize
the patterns by which cultures punish dissent, suppress those who raise concerns, and



slide into groupthink, and learn to see these signals in communication long before they
appear in decisions.

+ Adaptation, Resilience, and Diagnosing Health: Integrate these insights into a practical
method for assessing the real health and resilience of a team or organization, aligned with
current professional standards on organizational behavior and culture.

Learning Objectives

By the end of this program, participants will be able to:

1. Distinguish analysis from synthesis and recognize when an organization must be
understood as a living system rather than a collection of separate parts.

2. Explain how collective intelligence emerges from communication and interaction patterns
rather than from individual ability alone.

3. Read communication flows and group dynamics as diagnostic signals of organizational
health, risk, or dysfunction.

4. Apply the social immune system framework to detect threats, fraud, and early indicators of
cultural breakdown.

5. Recognize organizational autoimmunity — including groupthink and the suppression of
dissent — and explain why cognitive diversity strengthens an organization’s ability to detect
what matters.

6. Assess the real health and resilience of a team or organization from the inside, and
integrate those insights into leadership decisions, audit planning, and reporting in
alignment with current professional standards.

Additional Details

* Level: Advanced
* Field of Study: Business Management & Organization

* Prerequisites: Experience in a leadership, audit, governance, or organizational
assessment role

* Advanced Preparation: None required
+ Available Lengths: 1, 2, 3, 4, or 8-hour formats

+ Designed For: Leaders, internal auditors, CPAs, and governance, risk, and compliance
professionals who assess, build, or operate within organizations and want to understand
them at a deeper, systemic level



